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ABSTRACT
With the rapid development of the computer technology, cloud-based services have become a

hot topic. Cloud based services not only provide users with convenience, but also bring many
security issues. Therefore, the study of access control scheme to protect users' privacy in cloud
environment is of great significance. In this paper, we present an access control system with
privilege separation based on privacy protection (PS-ACS). In the PS-ACS scheme, we divide the
users into personal domain (PSD) and public domain (PUD) logically. In the PSD, we set read and
write access permissions for users respectively. The Key-Aggregate Encryption (KAE) is exploited
to implement the read access permission which improves the access efficiency. Ahigh degree of
patient privacy is guaranteed simultaneously by exploiting an Improved Attribute-based Signature
(IABS) which can determine the users’ write access. For the users of PUD, a hierarchical attribute-
based encryption (HABE) is applied to avoid the issues of single point of failure and complicated
key distribution. Function and performance testing result shows that he PS-ACS scheme can achieve

privacy protection in cloud based service.

1 INTRODUCTION

With the rapid development of cloud computing, big data and public cloud services have been
widely used. The user can store his data in the cloud service. Although cloud computing brings great
convenience to enterprises and users, the cloud computing security has always been a major hazard.
For users, it is necessary to take full advantage of cloud storage service, and also to ensure data
privacy. Therefore, we need to develop an effective access control solution. Since the traditional
access control strategy cannot effectively solve the security problems that exist in data sharing. Data
security issues brought by data sharing have seriously hindered the development of cloud computing,
various solutions to achieve encryption and decryption of data sharing have been proposed. In 2007,
Bethencourt et al. first proposed the ciphertext policy attribute-based encryption (CP-ABE).
However, this scheme does not consider the revocation of access permissions. In 2011, Hur et al. put
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forward a fine-grained revocation scheme but it can easily cause key escrow issue. Lewko et al. used
multi authority ABE (MA-ABE) to solve key escrow issue. But the access policy is not flexible. Li et
al presented data sharing scheme based on systemic attribute encryption, which endows different
users’ different access rights. But it is not efficient from the complexity and efficiency.

Literature Survey

Achieving Secure, Scalable, and Fine-grained Data Access Control in Cloud Computing Cloud
computing is an emerging computing paradigm in which resources of the computing infrastructure
are provided as services over the Internet. As promising as it is, this paradigm also brings forth many
new challenges for data security and access control when users outsource sensitive data for sharing
on cloud servers, which are not within the same trusted domain as data owners. To keep sensitive
user data confidential against untrusted servers, existing solutions usually apply cryptographic
methods by disclosing data decryption keys only to authorized users. However, in doing so, these
solutions inevitably introduce a heavy computation overhead on the data owner for key distribution
and data management when fine-grained data access control is desired, and thus do not scale well.
The problem of simultaneously achieving fine-grainedness, scalability, and data confidentiality of
access control actually still remains unresolved.

3 IMPLEMENTATION STUDY
EXISTING SYSTEM:

With the rapid development of cloud computing, big data and public cloud services have
been widely used. The user can store his data in the cloud service. Although cloud computing brings
great convenience to enterprises and users, the cloud computing security has always been a major
hazard. For users, it is necessary to take full advantage of cloud storage service, and also to ensure
data privacy. Therefore, we need to develop an effective access control solution. Since the traditional
access control strategy cannot effectively solve the security problems that exist in data sharing.

Data security issues brought by data sharing have seriously hindered the development of cloud

computing.

Disadvantages:

1. Compared with the MAH-ABE scheme which does not refer to the write access control, we
exploit an Improved Attribute-based Signature (IABS) scheme to enforce write access
control in the PSD. In this way, the user can pass the cloud server’s signature verification
without disclosing the identity, and successfully modify the file.

2. In Chen’s MAH-ABE scheme, the CP-ABE is used to achieve the read access permission,

but there are some defects to be considered.
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Proposed System & alogirtham
We propose a novel access control system called PSACS, which is privilege separation based on
privacy protection. The system uses Key-Aggregate Encryption (KAE) scheme and Hierarchy
Attribute-based Encryption (HABE) scheme to implement read access control scheme in the PSD
and PUD respectively. The KAE scheme greatly improves access efficiency and the HABE
scheme largely reduces the task of a single authority and protects the privacy of user data.

4.1 Advantages:

1. We provide a thorough analysis of security and complexity of our proposed PS-ACS scheme.
The functionality and simulation results provide data security in acceptable performance
impact, and prove the feasibility of the scheme.

2. we proposed the write access permission in the PSD. For the user, the public key and file
class label are all known, we can implement the algorithm to encrypt the files after he
modified, and then upload them to the cloud.

Cloud Service Provigdes

Data file

wner

CA

Private Area Public Area

Fig:3.1 System Architecture
IMPLEMENTATION

Modules:

Data owner:
Data Owner, based on the characteristics of users in public and personal domain to develop
different access control strategy, encrypt uploaded files using the corresponding encryption method

and then send to the cloud server.
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CSP:

The cloud service provider consists of two parts: data storage server and data service
management. Data storage server is responsible for storing confidential data files, and data service
management is in charge of controlling external users’ access to secret data and returning the
corresponding cipher text.

CA manages multiple AA, and AA each manages attributes in their own field. The attributes owned

by the user are issued by different authority.

5 RESULTS AND DISCUSSION
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Once you run the project, home page will display like this.
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Fig 5.2
If you enter into the Owner tab, its shows two options login for already registered users and new

registration form for new users.
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Fig5.3
If you enter into the user tab, there are two types of users present, Personal User(PSD)
and Public User(PUD). For PSD you can register with required credentials.
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For Public domain users (PUD) also you can register with required credentials.

Once you successfully registered, you can login to this domain.
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Once you completed Owner registration , you can login with your valid credentials.
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Once you login into the owner tab, you can upload your files or folders.
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sample.txt 2024-06-15 info.hmies@gmail.com 1ljTzdriU1swDU35aM+Mlg== Share Share
samplel.txt 2024-06-15 info.hmies@gmail.com TsjEXv4plwS51MpIhXCzVw== Share Share
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Once you upload the file, you can share with authorised persons.

Fig 5.7
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You can login into the personal user domain with valid credentials.
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You can raise requests for read and write.
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Fig 5.11
You can login into the cloud portal.
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sudhal.txt dnrautonomous@gmail.com dnr@gmail.com Granted Send Key
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See the requests raised for Read and Write and approve.
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Fig 5.13

By login to PSD user, you can view response from CSP.
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By entering decryption key, you can access the file securely.
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Like this, you are able to see content of uploaded file. You can have read and write permissions.
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Fig 5.16
You can login into the Public domain users(PUD).
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You can login into the authority page.
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In the authority page, we can raise request for access file.
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Fig 5.19

In the owner tab, we can send keys for permission for read and write permissions.
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In the PUD , you can able to view response from Authority and owner
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By click on view test, this page will appear, give the decryption key and access the file.
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Now, you can able to access the file securely.

6. CONCLUSION AND FUTURE WORK
CONCLUSION

In this paper, we propose access control system (PS-ACS), which is privilege separation based on

privacy protection. Through the analysis of cloud environment and the characteristics of the user, we

divide the users into personal domain (PSD) and public domain (PUD) logically. In the PSD, the

KAE algorithm is applied to implement users read access permissions and greatly improved

efficiency. The IABS scheme is employed to achieve the write permissions and the separation of

read and write permissions to protect the privacy of the user's identity. In the PUD, we use the

HABE scheme to avoid the issues of single point of failure and to achieve data sharing. Furthermore,

the paper analyzes the scheme from

security and efficiency, and the simulation results are given. By comparing with the MAH-ABE

scheme, the proposed scheme shows the feasibility and superiority to protect the privacy of data in

cloud-based services.
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